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IT Pros’ Job Interview Cheat Sheet of Multi-

Factor Authentication (MFA) 
By Yung Chou (@yungchou) on Jan 10, 2016 

Internet Climate 
Recently, as hacking has become a business model and identity theft an everyday phenomenon, there is 

increasing hostility in Internet and an escalating concerns for PC and network securities. No longer is a 

long and complex password sufficient to protect your assets. In addition to a strong password policy, 

adding MFA is now a baseline defense to better ensure the authenticity of an examined user and an 

effective vehicle to deter fraud.  

Market Dynamics 
Furthermore, the increasing online ecommerce transactions, the compliance needs of regulated 

verticals like financial and healthcare, the unique business requirements of market segments like the 

gaming industry, the popularity of smartphones, the adoption of cloud identity services with MFA 

technology, etc. all contribute to the growth of MFA market. Some market research published in August 

of 2015 reported that “The global multi-factor authentication (MFA) market was valued at USD 3.60 

Billion in 2014 and is expected to reach USD 9.60 Billion by 2020, at an estimated CAGR of 17.7% from 

2015 to 2020.” 

Strategic Move 
While mobility becomes part of the essential business operating platform, a cloud-based authentication 

solution offers more flexibility and long-term benefits.THe is apparent The street stated that  

“Availability of cloud-based multi-factor authentication technology has reduced the maintenance costs 

typically associated with hardware and software-based two-factor and three-factor authentication 

models. Companies now prefer adopting cloud-based authentication solutions because the pay per use 

model is more cost effective, and they offer improved reliability and scalability, ease of installation and 

upgrades, and minimal maintenance costs. Vendors are introducing unified platforms that provide both 

hardware and software authentication solutions. These unified platforms are helping authentication 

vendors reduce costs since they need not maintain separate platforms and modules.”  

Disincentives 
Depending on where IT is and where IT wants to to be, the initial investment may be consequential and 

significant. Adopting various technologies and cloud computing may be necessary, while facing 

resistance to change in corporate IT cultural. 

Snapshot 
The following is not an exhaustive list, but some important facts, capabilities and considerations of 

Windows MFA.  

http://yungchou.wordpress.com/
https://twitter.com/yungchou
https://azure.microsoft.com/en-us/documentation/services/multi-factor-authentication/
http://www.marketsandmarkets.com/Market-Reports/multi-factor-authentication-market-877.html
http://www.marketsandmarkets.com/Market-Reports/multi-factor-authentication-market-877.html
http://www.thestreet.com/story/12986438/1/multi-factor-authentication-market-21-cagr-forecast-to-2019-in-new-global-research-reports.html
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MFA What One 

Knows or 

Is 

What One 

Has 

Highlights of Facts, Capabilities and Considerations 

Windows 7 

Legacy 

Password A physical 

smartcard 

 A well understood solution 

 For an on-premises and managed environment like Active 

Directory (AD) 

 PKI  

 Cost considerations for distributing, maintaining and 

supporting physical smartcards and readers 

 Relatively cumbersome deployment and management 

Windows 8 

Period 

Password A virtual 

smartcard 

protected by 

TPM of an 

enrolled 

device 

 Conceptually similar to physical smartcard model 

 For an on-premises and managed environment like AD 

 TPM required 

 PKI maturity 

 Demanding technical skills for implementation complexities 

 User friendliness 

 Cost consideration for distributing, maintaining and 

supporting TPM and virtual smartcards 

Azure Active 

Directory 

Age 

Password Designated  

phone 

 Easy to understand and administer 

 Subscription of cloud Identity services like Azure AD required 

 Identity as a Service and MFA as a Service, i.e. on-demand 

availability at a global scale with no cloud infrastructure 

deployment required 

 OpenID Connect and OAuth 2.0 compliant 

 SMS/OPT, phone call, two-way text message, mobile app and 

3rd party OAuth token 

 Self-service MFA configuration process for a user 

 Mainly for authenticating cloud services and web applications 

 SSO and ADFS scenarios with minimal infrastructure addition 

 Identity and optional password synchronization with on-

premises AD/LDAP services 

 AAD Connect for integrating with Active Directory 

 Integrated administration with Office 365 and Windows 

Intune 

Windows 10 

Era 

Microsoft 

Hello 

using 

Biometrics 

Enrolled 

device 

where the 

hash is  

 Anytime, anywhere BYOD enrollment with out-of-box 

experience during an initial boot with an Enterprise Mobility 

Suite subscription 

https://technet.microsoft.com/en-us/library/dd277362.aspx
https://technet.microsoft.com/en-us/library/dn579272.aspx
https://technet.microsoft.com/en-us/library/hh849637.aspx
https://technet.microsoft.com/en-us/library/hh849637.aspx
http://www.microsoft.com/en-us/download/details.aspx?id=29076
http://www.microsoft.com/en-us/download/details.aspx?id=29076
http://www.microsoft.com/en-us/download/details.aspx?id=29076
https://technet.microsoft.com/en-us/library/cc749022(v=ws.10).aspx
https://azure.microsoft.com/en-us/documentation/services/active-directory/
https://azure.microsoft.com/en-us/documentation/services/active-directory/
http://blogs.technet.com/b/ad/archive/2014/09/09/openid-connect-and-oauth-2-0-support-in-azure-active-directory-has-ga-d.aspx
http://blogs.technet.com/b/ad/archive/2015/03/02/one-time-password-over-sms-added-to-azure-mfa-server.aspx
http://blogs.technet.com/b/ad/archive/2014/08/04/connecting-ad-and-azure-ad-only-4-clicks-with-azure-ad-connect.aspx
https://technet.microsoft.com/en-us/library/dn986867(v=vs.85).aspx
https://technet.microsoft.com/en-us/library/dn986867(v=vs.85).aspx
http://www.infoworld.com/article/2885187/security/microsoft-biometrics-are-the-future-of-windows-10-security.html
http://blogs.technet.com/b/in_the_cloud/archive/2016/01/05/new-video-the-best-ems-overview-available.aspx
http://blogs.technet.com/b/in_the_cloud/archive/2016/01/05/new-video-the-best-ems-overview-available.aspx
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to derive a 

hash  

 

securely 

stored 

 Windows 10 Enterprise, UEFI 2.3.1 or later, Trusted Boot, x64 

architecture, hardware virtualization (i.e Intel VT or AMD/V 

chip), etc. required for Device Guard to ensure boot integrity, 

OS code integrity and only trusted applications can run, and 

ultimately effectively defend bootkits and rootkits 

 In addition to those required for Device Guard, TPM 2.0 or 

later, secure firmware update process, physical PC, etc. 

required for Credential Guard to protect secrets previously 

stored in Local Security Authority (LSA) such that only 

privileged system applications can access them 

 Windows 10 not requiring Device Guard and/or Credential 

Guard while both have specific requirements to become 

functional 

 Eliminating user password for authentication, instead 

replacing it with Microsoft Hello with Microsoft Passport 

 Windows 10 not requiring Microsoft Hello which can be 

automatically lightened up if required hardware is in place 

and authenticate a user based on biometrics using, for 

example, a build-in 3D camera as that on a Surface Pro 4 or 

Surface Book device 

 Windows 10 not requiring Microsoft Passport which is a two-

factor authentication mechanism that consists of an enrolled 

device and  Windows Hello (biometric, i.e. who one is) or PIN 

(what one knows) tied to the device 

 Significantly reducing pass-the-hash attacks with Credential 

Guard 

 Always-on Data Loss Prevention (DLP) or Enterprise Data 

Protection (EDP) on corporate assets 

 Remote-wipe and wipe-at-the-next-boot on corporate 

resources while leaving personal data alone 

 Best user experience with Office 365 a Windows Intune/EMS 

 Integrated administration with Office 365, Windows Intune 

and Azure AD 

© 2016 Yung Chou. 

Closing Thoughts 
MFA helps ensure the authenticity of a user. MFA by itself nevertheless cannot stop identity theft since 

there are various ways like key logger, phishing, man-in-the-middle, etc. to steal identity. Still, as hacking 

has become a business model for some underground industry, and even a military offense, and 

credential theft has been developed as a hacking practice, it is not an option to operate without a strong 

authentication scheme. MFA remains arguably a direct and effective way to deter identity theft and 

fraud.  

https://technet.microsoft.com/library/dn986865.aspx
http://blogs.technet.com/b/uktechnet/archive/2014/10/08/2012-to-2014-rise-of-the-bootkits.aspx
https://www.microsoft.com/security/portal/mmpc/threat/rootkits.aspx
https://technet.microsoft.com/en-us/library/mt621547(v=vs.85).aspx
http://windows.microsoft.com/en-us/windows-10/windows-hello-privacy-faq
https://technet.microsoft.com/en-us/library/dn985839(v=vs.85).aspx
http://click.intel.com/intel-realsense-developer-kit.html
http://www.microsoftstore.com/store/msusa/en_US/pdp/Surface-Pro-4/productID.325711500
http://www.microsoftstore.com/store/msusa/en_US/pdp/productID.325716000?icid=en_US_SurfaceBk_cat_modG_010316
https://technet.microsoft.com/en-us/dn785092.aspx
http://www.microsoft.com/en-us/download/details.aspx?id=20508
https://technet.microsoft.com/en-us/library/dn985838(v=vs.85).aspx
https://technet.microsoft.com/en-us/library/dn985838(v=vs.85).aspx
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And the emerging trend of employing biometrics, instead of a password, with a key-based credential 

leveraging hardware and virtualization-based security like Device Guard and Credential Guard in 

Windows 10 further minimizes the attack surface by ensuring hardware boot integrity and OS code 

integrity, and allowing only trusted system applications to request for a credential. Device Guard and 

Credential Guard together offers a new standard in preventing PtH which is one of the most popular 

types of credential theft and reuse attacks seen by Microsoft so far. 

Above all, going forward we must not consider MFA as an afterthought and add-on, but an immediate 

and imperative need of a PC security solution. IT needs to implement MFA sooner than later, if not 

already.  


